SO TAY CONG NGHE SO
CONG PONG TiNH LAI CHAU



, B0 QUYTAC )
’NG XU TREN MANG XA HOI



MUC PIiCH CUA BO QUY TAC UNG XU TREN MANG XA HOI

-

Pha hop véi chudn muc, théng 18 va cac diéu wdc qubc t& ma Viét Nam
da tham gia.

+ Xay dueng chudn muc dao dirc vé hanh vi, tmg X trén mang xa hoi

Tao diéu kién phat trién lanh manh mang x& héi tai Viét Nam

Bao dam quyén tw do ca nhén, quyén tw do kinh doanh, khéng phan biét
d6i xtf nha cung cap dich vu trong va ngoai nwéc

Gido duc y thirc, tao théi quen tich cure trong cac hanh vi (rng xir cia
ngurdn dang trén mang xa hoi

Gop phén xay dwng méi triérng mang an toan, lanh manh tai Viét Nam.



POI TUQGNG AP DUNG BQ QUY TAC UNG XU TREN KHONG GIAN MANG

Co quan nha nudc, can bo, cong
chirc, vién chirc, nguoi lao dong

. trong co quan nha nurdc sir dung
To chitc, ca nhan khac

str dung mang xa hoi. O

mang xa hoi.

Nha cung cap dich vu

mang xa hoi tai Viet Nam
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*‘*’ QUY TAC UNG XU CHUNG

Quy tic Tén trong, tudn thii phdp lugt: Quy tic Lanh manh: Hanh vi, ing x1r trén
Tuén thu phap luat Viét Nam, ton trong mang xa hoi phu hop vdi cac gia tri dao durc,
quyen va loi ich hop phap cua to chirc, ca vin hoa, truyén thong tot dep cua dan tdc Viét
nhan. Nam.

Quy tic Trdch nhiém: Chiu trach nhiém vé
cac hanh vi, irng x1r trén mang xa héi; phoi
hop véi cac co quan chirc ning dé xir ly
hanh vi, ndi dung théng tin vi pham phap
luat.



QUY TAC 'NG XU’ CHO TO CHU'C, CA NHAN KHAC

_. ) 3. Thuc hién bién phap tir quan Iy, bao mét ta1 khoan
1_'I'_‘1_1:|1h1&uvat"L‘mnt_]:mcac dicu mang xa ho1 va nhanh chong thong bao td1 cac co quan
khoan hwéng dan st dung cua chirc niing, nha cung cp dich vu khi tai khoan t6 chirc,

nha cung cap dich vu mang x3
ho1 tnede khu dang ky, tham gia

mang xa ho1 r& I\

- c4 nhan bi mAt quyén kiém soéat, bi gia mao. loi dung va
sz dung vao muc dich khéng linh manh anh hwdng dén
an ninh quéc gia va trit tw an toan xi héi, anh hwong

dén quyén va loi ich hop phap cta tb chikc, c4 nhén.

4

/Ejﬂénm}dlmghﬂ,téﬂﬂﬁtcﬁnhén,\
tén hifu thit cia t6 chirc. co quan
va déng ki v6i nha cung cép dich 4. Chia sé nihimg théng tin c6 ngudn chinh
vu dé xic thuc tén hidu, dia chi théng, dang tin cay.
trang mang, dau mdi lién lac khi
tham gia, sir dung mang %3 hou.

A 4




QUY TAC U'NG XU’ CHO TO CHU'C, CA NHAN KHAC

5. Céc hanh vi, Gmg xi
pht hop vét nhitng gia try
dao dirc. vin héa, truyén
théng cua din toc Viét
Nam; khong sir dung tir
ngit giy thi hin, kich
dong bao lhrc, phan biét
ving mién. gidi tinh, tén
2130.

6. Khéng dang tai nhitng ndi dung
vi pham phap luat, cac thong tin
xiic pham danh dw, nhin phim
anh hwong dén quvén va loi ich
hop phép ctia cac t6 chitc, c4 nhin
khac; st dung ngén ngi¥ phan
cam, vi pham thuan phong m¥ tuc:
tung tin gia, tin sai sw thit; quang
cao, kinh doanh dich wvu traa
phep._. gay birc xuc trong dw ludan
xi hdi, anh hudng dén trat tr an

toan xi hoa.

7. Khuyén khich st dung
mang x3i hoi aé tuyén
truyén, quang ba vé dat
HFGC - con ngwol, van hoa
tot dep coa Viét Nam.
chia se théng tin tich cuc,
nhimg tim guong ngudi
tht, viee tht.

8. Van dong ngwon than
trong gia dinh, ban be,
nhitng ngwd xung quanh
tham gia gido duc, bao vé
tre em. tre vi thanh nién
st dung mang x3 h{1 mot

cach an toan, lanh manh



QUY TAC 'NG XU’ CHO CAN BO, CONG CHU'C, VIEN CHU'C VA
NGU'0'1 LAO DONG TRONG CO’' QUAN NHA NU'G'C

g N
2. Thyc hién ndi quy cua co
quan, to chirc vé viéc cung cap
thong tin lén mang xa hoi.

¢ lt'.'i? :Q_ﬁ
EH -
. @ 2!

3. Thong bao t&i co quan chu quan dé kip thoi cé6 hudng xur 1y, tra loi,
giai quyét khi cé nhitng v kién, théng tin trai chiéu, théng tin vi pham
phap ludt c6 lién quan dén chitc ning, nhiém vu, quyén han, linh viee
quan ly cua can b, céng chnkc, vién chirc va nguoi lao dong.” p

N

1. Can bd. cong chirc, vién
chirc va nguwoi lao dong trong
co quan nha mrdc thie hién néi
dung Quy tic g xir cho to
chirc, ca nhan khac




QUY TAC U'NG XU’ CHO CAC CO’ QUAN NHA NUOC

.-,P-____.-'-" . !’f.’.___ - -
4. Nén c6 phan héi nhing ¥
: : kién trén 5 hoi vé
1. Thye hién né1 dung quy - - 2 e Ka,: i 1,E
- i . 2 van dé lién quan dén chire
dinh Quy tic tmg x cho t6 ng, nhiém vy va quyén
1\1 chire, ca nhén khac. bt e e g, B 2
., st § § § ) | [
e . - - - . ."‘%.‘H\ . -
7/::.::*&' h nhiém quén I # . TN
- ? ﬁa‘i- v:mquan F,’_ / 3. Cung cép thong tin trén N
bao mat ta1 khoan mang xa 4 ar 3 " A
. . - mang x3 ho1 dong bo, théng \
héi va nhanh chong thong hit vt thone tin d3 d |
bao té1 nha cung cép dich “{-1 ﬂ:lg 111 b Hoe I!
vu khi tai khoan cua co "-}-’r cu:nng cap N iﬂc P ] £
uan, to chitc bi mét quyén o il iyl
E ' - thong khac.

kiem soat hodc bi gia mao. -
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QUY TAC UNG X{ CHO CAC NHA CUNG CAP DICH VU MANG X Hil

3. Khi nhén dugce théng bao véu cau loai bo cdc théng
tin vi pham ban quyén. vi pham phap ludt tir co quan
chﬁcnangcothﬁmquy&,nhammgcépdmhwmang
mhﬂlphﬂlhapvdnéchﬁc cd nhin si¥ dung mang x3
héi dé xir I theo cdc quy dinh cta phap luat Viét Nam.




CAM NANG
NHAN DIEN VA PHONG CHONG
LU'A DAO TRU'C TUYEN



------------ GIA MAD FANPAGE/WEBSITE (. L]

12

RE 30-50% SO VI GIA CHUNG

Canh gidc khi nhan duoc loi moi chao mua goéi du lich véi mire gid
qua ré (ré hon 30-50% so vd&i gia chung cla thj truong).

Pac biét than trong khi don vi du lich yéu cau chuyén tién dat coc dé
gitr chd, néu cé thé nén thure hién giao dich thanh toan truc tiép.

------------ HOAN TRA 100% TIEN LAM VISA AR

Pang bai viét quang cdo dich vy lam visa (thi thuc) du lich nuéc ngoai, cam
két ty |é thanh céng cao, hoan tra 100% s6 tién néu khéng xin duwoc visa.

Sau khi nan nhan chuyén khoan thanh todn chi phi hodc mét phan chi phi,
dai tuong Ilra ddo s& dé nan nhan tu khai théng tin to khai, hoan thién ho
s0... Sau d6 |ay ly do nan nhan khai thong tin bi thi€u va khong tra lai tién.

Lam gia website/fanpage ctia cong ty du lich uy tin, lam gia anh chup bién lai, hda
don thanh todn va dé nghi nan nhan chuyé&n khodan thanh toan chi phi tour du lich.

Théng thudng tén cac website gia s& gan gidng vdi tén cac website that nhung
s& co thém hodc thi€u mét sd ky tu. Tén mién gia thuwang st dung nhirng dubi
la nhv .cc, .xyz, .tk...

------------ g mic keT 4 e ootk [EOB Pacd o

Lam gid/chiém doat tai khoan cda ngudi dung mang xa hoi, st dung cdng nghé
Deepfake (tao ra cac doan video véi hinh anh, khudn mat, giong néi nhan vét
giéng nhu hinh anh cta ngwdi muén gid mao) dé lira dao.

Lién lac véi ngudi than trong danh sach ban bé cho biét dang bi mac ket khi du lich
tai nudc ngoai va can médt khoan tién ngay 1ap turc.

............ MAD DANH DAI LY VE MAY BAY iy -

Mao danh dai ly ban vé may bay, 1am giad website, trang mang xa héi, dudng dan
vai gia dién gan gidng vdi kénh chinh thire, sau d6 quang cao vdi cadc mire gia rat
hap dan so v&i mat bang chung dé thu hit khach hang.

Ngu'oi dan nén chon cac trang mang x3 héi cé dau tich xanh (tai khoan da
dang ky) hodc chon céc trang mang xa hdi ¢ uy tin ma minh biét rd thong tin
cUa ngudi ban.
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THOI GIAN goi thutng rat ngan chi vii gidy.

KHUON MAT nguisi goi thiéu tinh ¢am xic v
kha "tra" khi noi hodc tu the trong ling ting, khong
tu nhién hodc hudng dau va ca thé cua ho trong
video khong nhat quan vi nhau...

MAU DA ciia nhan vat trong video bat thubng,
anh sang ky la va bong d khong ding vi tri,
video trong rat gia tao va khong tu nhién.

AM THANH s khong déng nhat véi hinh dnh,
¢ nhiéu tiéng on bi lac vao clip hodc clip
khong ¢ am thanh.

NGAT MAY @1iin CHUNG véi Ij do mt séng,
song yéu...

01

02

03
n

04

05
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DAU HIEU
NHAN BIET

NGUY CO
GAP PHAI

CAN LAM Gi

Ngudi goi xung la ngugi ciia Bo Thong tin & Truyén thong
hoic 14 Cuc Vién thdng.
Doa khda sim trong vong 2 tiéng vdi cac Iy do nhu “chua

ndp phat”, “thué bao sai thong tin”....

Bét khai bo thng tin ¢4 nhan hoiic thuc hién céc ct phap
sang tén ddi chi sd dién thoai, chuyén hudng cudc goi...

Khi da chiém dugc quyén nhan cudc goi, cc doi tugng lita
ddo sé dang nhdp tng dung vi dién tu, tai khodn mang xa
héi... ciia nan nhan va khai béo quén mét khau ding nhap,
chon tinh nang nhan cudc goi thong bao ma OTP.

Tir o, ddi tuong liia dao d& dang chigm doat tai khon
mang xa hdi, kiém soat chiém doat tién trong vi, tai khoan
ngan hang lién ket vdi vi dién t.

Chii ddng kiém tra thdng tin da chuan héa hay chua thong
qua c4c cdng cu, hudng dan tif nha mang

Khdng thuc hién theo cac yéu cau khi nghe cudc goi il s0
dién thoai la.

Dai vdi cac thué bao da bi khoa hai chiéu, phai dén truc tiép
c4c diém giao dich ctia cac nha mang dé thyc hién chuan hda
va md khoa lién lac lai.
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CANH BAO GIA MAO BIEN LAI CHUYEN TIEN

Fake bill chuyén khoa
ISher Vi HuNg - 28 Thang

@ THONG BAD" @

VCBDigibank Théng béo Bidn dong 56 du

= Fake bill chuyé'n khoan ngan hang Lam bill cholép 1120 thea yéu ciu mai ngan hang. (Ngan hang nuée ngoai déu nhigy! D) 8 5
s 2 - 3 F SR Rl 5 Mue dich: Tiow: Bt i ching o3 gy . =
Céng khai - 57 thanh vién - 10 bai viét/nam Tham gia i acsan i
] Lam bill chuyén khodn theo ngi dung yéu cau Bang khoe thanh ticPgan hang ( tang do uy tin khi ban dudc nhigu d ng) CHUYEN KHOAN THA
' o - Troll ban bé ngui than higin cac ngdy |2 dac bigt Thang bao bidn déng 55 di 1gidy truse
TK 82127299999/GD:

.‘uén hé ngay dé duoc LU ViR nhé @
| LAM TRUOT THANH TOAN SAl 501073 838VNDIND: NHU VAN
; AN T TiN - BAO MAT TIN KHA G, HUNG churyen khoon Den:
) Lam Bill Chuyén Khoan Ngan Hang Mlarbilichuyention #bil_chy eniaichuyentien, T 0328207767
8 thy hu v
% Céng khai - 4K thanh vién - 5 bai viét/ngay
i

L=

-100,000,000VND 28/03/23 00:57]

Tham gia s

. B Thong bs Bidn dgng 55 du
Bén minh nhén 13m Bill chuyén khodn tit cd cac ngdn hang Cam k&t lam xong =LIgio et i ai kho: ) hu 1031260201
khach hang xem ung mdi Thanh Toan [l Nhanh gon - Bio mét théng tin khach

= LAM GIA BILL C+
Céng khai - 823 *
FAKE BILL CHUYE'

hittps://www.face

s o bidn a5 du 1 gidy true
AKE BILL ) 5985160
WND 28/03/0:57]
NOIND: NHU V]
oan Den

Tham gia
uy tin : .

DAU HIEY

Hoat déng cung cap va mua ban
bién lai xac nhan chuyén khoan gia
Chup man hinh “Giao dich dang duoc dién ra mét cach cong khai,

9 Mua hang s6 luong lén. Khéng giao hang héa khi chua nhan
duigc tién trong tai khoan ngan hang,
ké ca khi nhan dugc hinh dnh da

“chuyén khoan thanh céng”

thanh cong” nhung chua nhan 16 liéu trén mang xa héi. Hinh anh bill
dudc tién trong tai khoan. chuyén khoan tinh vi, giéng y nhu that.




GIA DANH GIAO VIEN/NHAN VIEN Y TE

Bao ngudi than dang cap cuu

DAU HIEU

BIEN PHAP

Tu xung l& giéo vién/nhan viény
té, goi dién cho phu huynh, hoc
sinh théng béo réng con/ ngusi
thén dang cd@p clu trong tinh
trang nguy kich, thic giuc cha
me chuyén tién.

Han ché, khéng chia sé, cung
cép théng tin ca nhan Ién mang
x& héi hoéic cho bat ky ai khéng
quen biét; tuyét déi knéng truy
c@p caec dudng link la hodc
khéng ré nguén gée.

Banh vao tadm ly, tinh cédm cua
nan nhan, hinh thanh trang thai

tiéu cuc.

Khinhén céc cudc dién thoaqi, tin
nhdn bdt thudng, ngudi déan cén
binh tinh xsﬁc minh théng tin,
xem xét can than, khéng véi
vang trd I6i hay thuic hién theo
néi dung ma déi tuong dua ra.

M6t s6 déi tugng con thuée long
théng tin vé trusng, 16p hoc clia
con, tén gido vién chd nhiém,
thay cé, hiéu trudng khién phu
huynh nhét thai tin tudng.

bét an, lo s¢ va hodng loan;
trinh béay khéng ré rang vé tinh
trang, s dung nhing ngén tu

Céc tdé chiic, cd nhan cb thé
truy cép vao céng théng tin
khonggianmang.vn dé tra clu
hodc phdan anh téi cd quan
chiic ndng.

Cdch xung ho khac thudng ngay,
khéng thé cung cdp théng tin ca
nhan cla minh Mot cdach ré
rang, thai gian goi dién vao gid
nghi trua, gidfa dém hay gié tan
tam.

Trudng hdp nghi van déi tucng
gid mao, chiem doat tai san,
cdn bdo ngay cho cd quan
cdng an gan nhat dé dugec hd
trg, xt Iy kip thai.
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TUYEN NGUGI MAU NHi

DAU HIEU NHAN BIET
00000000

Thi doan clia cac ddi tugng thudng la:

BIEN PHAP PHONG TRANH
000000000

Dé phong tranh Iia dao va nhiing hau qua dang tiéc
xay ra, ngudi dan can luu y:

i ===
1 — JHIN

y S— [

Théong qua mang xa hdi: Facebook,
Zalo, Telegram..., cac doi tugng lUa
dao sé két ban véi phu huynh va mai
tham gia Ung tuyén ngudi mau nhi
cho hang thai trang.

Thd thach cho cac phu huynh khi
mudn con minh tham gia vao dng
tuyén la chuyén khoan dé mua san
pham hang hiéu, sau dé chup anh va
quang ba san pham.

Sau khi nan nhan “cin cau”, cac déi
tugng lUa dao sé dua nan nhan vao
mét group chat dé m&i tham gia thu
thach.

Pai tudng Itia dao sé tra hoa héng va
tién lam nhiém vu dé “kich thich”
phu huynh tham gia, nhung khi sé
tién chuyén vao ting cao, chiing xéa
tung tich dé chiém doat tai san.

Khéng cung cap nhitng théng tin ca
nhan cho ngudi la, ngudi khéng quen
biét trén khéng gian mang; khéng
két ban, khéng vao cac nhém Zalo,
Facebook, Telegram.. khéng quen

Nén kiém tra tac gia, doc ky néi dung
dé xac dinh théng tin that hay gi; tin
tlc gia thudng sé bi 16i chinh ta hoic
c6 bé cuc 16n xén, théng tin lién hé
khéng ré rang.

Péc biét can trong déi véi cac chuong
trinh tuyén mau nhi trén khéng gian
mang; ddc biét khéng lam viéc véi
nha tuyén dung nao yéu cau chuyén
tién, nop tién trudc.

Chi thuc hién giao dich chuyén tién
khi xac dinh chac chan dinh danh cua
ngudi minh trao ddi va tuyét déi
khéng click vao nhiing dudng link la.
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GIA MAO CONG TY TAI CHINH,
NGAN HANG THU THAP THONG TIN

DAU HIEU NHAN BIET

\

Panh vao tam ly cla

nhiing ngudi dang
can tién kinh doanh,
tiéu xai, muén dudc
vay v@i s tién Ién
nhiing lai gap kho.

Céc doi tudgng lua dao
tao Iap hang nghin tai
khoan Facebook vdi
cdc ngudn thdng tin
gia, tham gia vao cac
hdi nhém, dién dan,
diang bai quang cao
cho vay tin chap.

‘s

Khi ngusi vay chuyén
tién vao s6 tai khoan
cla cac déi tudng
cung cap, cac dai
tudng sé lap tdc
chiém doat va ngat
lién lac.

CACH PHONG TRANH

Chu déng nang cao ¥ thiic canh giac trudc
cac thu doan Iia dao chiém doat tai san. Khi
¢6 hhu cau vay tién, can lién hé truc tiép vdéi
cac t6 chuc tin dung, chi nhanh ngan hang
dé dugc tu van, hudng dan.

Canh gidc, tim hiéu k¥, xac thuc chinh xac
cdng ty tai chinh, tu van vién trudc khi tién
hanh cac thu tuc vay tién; nén tu van thém y
kién cda ngudi than c¢é nhiéu kinh nghiém
trudce khi lam céac thu tuc.

Khdéng cung cap bat ky thong tin ca nhan
(Can cudc céng dan, dia chi, hinh dnh nhan
dién khuén mat,..) khi chua xac dinh chinh
xac website, Ung dung va danh tinh tu van
vién.

Nhanh chéng trinh bao cd quan C6ng an ngi
gan nhat khi phat trién thd doan mao danh,
Ita dao chiém doat tai san hodc bi mao danh,
IUra dao chiém doat tai san.
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N ALERT!!

WARNING |||

ALERT, VIRUS DETECTED | e Thudng mao danh hodc gia mao la mdt céng ty dé
e : gdy dung léng tin ban dau déi véi nan nhan.

e Thudng dudc quang cdo réng rii trén cac trang
web véi nhiing tiéu dé thu hat hodc nhin tin qua sé
dién thoai kém theo dudng link dén Ung dung...

N ) 5 :
, ¢ Khi ngudi dung dong y cap quyén truy cap danh
t : ba, hinh anh thi cac dng dung nay ciing sé sao luu

CANCEL )8 dudc cac théng tin sé& dién thoai ¢cé trong danh ba

cling nhu céic hinh anh dudc Iuu trong dién thoai.

BIEN PHAP

e N&u can vay tién, ban nén tim dén céac té chuc cho
vay uy tin nhu ngan hang hodc cac cong ty tai chinh
hgp phap.

e Tuyét déi khéng cung cap bat ky théng tin ca
nhan, tai khoan ngan hang trén cic trang web va
Ung dung khéng tin cay.

o Xem xét can than cic quyén ma Ung dung yéu cau
cling nhu doc ky cac diéu khoan, chinh sach cua
Ung dung nay.



Cai dat va duy tri phan mém diét
virus, phan mém chdng déc,
tudng lda va cac céng cu bao
mat khac trén thiét bi va cap

nhat thudng xuyén.

Pao tao va nhan biét

Hay tu trang bi kién thudc vé céac
phudng phap tan céng va céac
d3du hidu nhan biét trang web Ita
dao qua tinnhiemmang.wvn hoic
ncsc.govyn, theo déi va cdp nhat

tai khonggianmang.vn

Kiém tra danh gia va phan hoi

Trude khi thuc hién giao dich
hodc cung cap théng tin ca nhan,
hay kiém tra cédc danh gid va
phan héi tU ngudi dung khac vé

trang web dé.

Phudng phap xac thyc

NEéu c6 s3n, hdy si dung cac
phudng phap xac thuc bd sung
nhu x&c thuc hai y&u té hodc su
dung mé& OTP (One - Time Pass-

word).

Théng bao dét xuat

Cén than vdi cac théng bao dét
Xxuat yéu cau cap nhat théng tin
cad nhan hodc y&u ciu thay dsi

mat khau.

02

03

04

05

Website yéu cau
cung cap nhiing
théng tin ca nhan
nhu dia chi nha, sé
dién thoai, s6 CCCD
thi nén canh giac
va khoéng thuc hién
theo yéu cau.

(05}

Doanh nghiép muén
kinh doanh hgp phap
trén website bat budc

phai khai bao tén mién
va trang web véi B6
Céng Thudng.

04
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Cac tén mién
cap cao nhat
(Top Level
Domain - TLD)
phé bién ma
ngudi dung
thudng quen
thudc: .com, .net,
wn, .cn... thudéng
an toan han cac
URL c6 TLD la.

Cac website |Ura dao thudng sé
xuat hién nhiing canh bao, de
doa hodc cac chudng trinh
trang thudng hap dan véi
nhiéu phan qua cé gia

tri.

N
UK

07

08

09

10

BIEN PHAP

Hay chdc ch3n ring dia chi
URL chinh xac va tuong Ung
va@i trang web ma ban mong
mudn.

SU dung trinh duyét an toan

Céc trinh duyét nhu Google
Chrome, Mozilla Firefox va Safari
thudng cé cdc cd ché bdo mat
tich hdp giup ngan chan truy cap
vao trang web doéc hai.

Kiém tra két ndi an toan
Hay dam bdo rang két ndi la an
toan bang cach kiém tra xem
trang web cé ching chi SSL hop
1& hay khéng.

Can than véi email va lién két

Tranh nhdp vao lién két trong
email khéng xac dinh hoac khéng
mong mudn. Kiém tra ngudn géc
cla email va 4dm bao rdng né 13
dang tin cay trudc khi tiép tuc.

Théng tin ca nhan

Chi cung cdp théng tin ca nhan
nhay cam trén cac trang web
dang tin cdy va an toan.



SEBEES
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GIA MAO

a SMS BRANDNAME
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’s - LUA DAO

‘ ‘ DAU TU CHUNG KHOAN QUOC TE, TIEN A0

DAU HIEU NHAN BIET

LOI HUA QUA CAO
San dau tu lua dao thudng hda Igi nhuan vugt trdi,
khdng thé tin dugc va qua cao so V@i thi trudng thuc

THIEU THONG TIN MINH BACH
San khéng cung cap day du thong tin vé céng ty, gidy
phép hoat dong, lich su giao dich va nhan su quan ly.

YEU CAU CHUYEN TIEN TRUGC

San yéu cau ngudi tham gia chuyén khoan trudc khi
bat dau giao dich, thudng 1a dugi hinh thuc phi dang
ky, phi tham gia hoac tién ky quy.

THIEU SU KIEM SOAT VA GIAM SAT
San khéng c6 su kiém soat ti cic cd quan quan ly
hoac khéng dudc cap phép hoat dong ding quy dinh.
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BIEN PHAP PHONG TRANH

TiM HIEU VE HE THONG BAO MAT

Doi v8i cac san giao dich va cdng ty truc tuyén, hdy tim
hiéu vé hé théng bao méat va co ché bao vé thdng tin
ca nhan va tai san cua ngugi dung.

DANH GIA TU NGUGI DUNG
Tim hiéu va danh gia tu ngudi dung khac vé trai
nghiém cua ho vdi san giao dich hoac céng ty ma ban

 quan tam.

CANH GIAC VGI MUC PHi VA CHI PHi
Hay can trong vé8i cac khoan phi va chi phi khéng ré
rang hoac qua cao so va@i thi truéng thong thudng.

THAN TRONG VG3I CAC LGOI MOI GIGI THIEU
Hay can trong khi ngudi khac dé nghi hodc gidi thiéu
cac hoat ddng dau tu ma ban khdng biét gi vé.

TIM KIEM TU VAN CHUYEN GIA

Né&u ban khdng chac chan vé mdt san giao dich hodc céng
ty, hdy tim su tu van tU chuyén gia tai chinh hoac luat su
dé dam bao rang ban dua ra quyét dinh théng minh va an
toan.
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LUA DAO

TUYEN DUNG CONG TAC VIEN ONLINE

YEU CAU TAM UNG TIEN

Néu ban dugc yéu cau ndp mét khoan
tién tam Ung trudc khi bat dau céng
viéc, hay canh giac.

. YEU CAU THONG TIN TAlI KHOAN CA
NHAN
LUa dao cé thé yéu cau ban cung cap
théng tin tai khoan ca nhan, sé theé tin
dung, théng tin ngdn hang dé thuc
hién thanh toan hoac tao tai khoan.

TRANG THANH TOAN KHONG AN TOAN
Kiém tra xem trang thanh toan don
&, hang c6 du cac biéu tudgng bao mat nhu
' khéa SSL hay “https://” truéc URL
khoéng.

QUANG CAO CONG VIEC QUA HAP
DAN VA DE DANG

LUa dao thudng hda hen céng viéc cé
thu nhap cao va dé dang ma khdéng
yéu cau k¥ nang hay kinh nghiém dac
biét.

THIEU THONG TIN HOAC KHONG CcO
THONG TIN LIEN HE

Néu khdng cé thdong tin rd rang hoac
khéng cé thong tin lién hé, dé cé thé la
dau hiéu clla mét hoat déng lua dao.

«SNNEN NN
N B ER B
e

THIEU HOP DONG HOAC THOA THUAN
RO RANG

Khi tham gia vao moét chudng trinh
tuyén cdng tac vién, hay yéu cau va doc
ky hgp dong hoac thoa thuan lién quan.

KIEM TRA PANH GIA VA PHAN HOI
TIEU cUC

Néu cé nhiéu phan héi tiéu cuc hoac
danh gia khéng tét, hdy can nh3c truéc
khi tham gia.

i
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DANH CAP TAI KHOAN MANG XA HOI

Tin nhan, email hodc dudng link dang ngs; DA'U H I EU
L]

su thay doi dot ngdt trong ngén ngll hodc

phong céch viét. N H AN BI E’T

r
Yéu cau cung cap théng tin ca nhan hay ‘T.'
thong tin dang nhap hoac xac minh thong

tin.

: : -
‘
Hay bao cdo va canh bao cho ngudi bi anh @
hudng va nén tang mang xa hdi hodc dich e
vu dé ho thuc hién bién phép can thiét. (( ))
o0
[

BI E N PHAP o Thay déi mat khau ngay lap tuc cua tai
]

khoan mang xa hdi va st dung mot méat

= 4 khau manh, bao gém ca chil hoa, chit
PHONG TRAN H thudng, so va ky tu dic biét.

Béo cdo su ¢6 thong qua mang xa hoi
hodc céc lién hé khac nhu dién thoai,

Q) ¢ o

Théng bao cho ban bé va ngugi than vé
tinh hudng va canh bao ho khéng nén tin
n tudng hodc phan hdi vao nhiing tin nhan

[Ua dao.
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Nguwoi ban/ Kénh ban Thong tin san pham

Poc ky thoéng tin chi tiét vé san pham,
bao gém hinh anh, mé t3, théng sé
ky thuat va chinh siach bao hanh.
Néu c6 bat ky thong tin thiéu
hodc khéng ré rang, hay lién hé
véi ngudi ban dé dugc giai dap
trudc khi quyét dinh mua hang.

Hay kiém tra théng tin vé
ngudi ban/ kénh ban, bao
gom dia chi, s6 dién thoai,...
Néu ngugi ban ap dat ap luc
mua hang ngay lap tuc véi ly do
rang s6 lugng cé han hoéc chi giam
gia trong xx gid thi nén canh giac.

% B 4 aisu can bist

»

Chinh sach kbi mua hang Phan hoi
khach hang tedc tuyéo & danh gia

Chon mua hang tu cac san
thucng mai dién td uy tin va
c6 chinh sach cham séc khach
hang. Trudc khi mua hang, doc
ky chinh sach bao hanh va hoan binh luan qua tét I3p di 15p lai
tién dé biét dudc quyén Igi clia minh mét cach bat thudng, thudng do
trong trudng hgp san pham c6 van dé. ced nguai ban/ kénh ban seeding dé ting db uy tin ao).

Poc ki danh gia va nhan xét tu
ngudi dung khac vé san pham
va dich vu. Can than véi nhiing
binh luan tiéu cuc hoac nhiing



LUA PAO =

| THONE TIN CAN CUGC CONG DAN

DANH CAP THONG TIN CCCD ¢

Ké gian Igi dung théng tin ¢4 nhan trén CCCD dé
ding ky ma sd thué 4o, sau dd sif dung ma nay dé L
thue hién cac hoat déng lita ddo, gian lan.

Céc td chiic tin dung den trén cho vay tién nhanh

chong vdi l3i suat cao khién ngudi vay rdi vao canh

ng nan, sau do uy hiép, doa dam va bdi nho danh e
du nan nhén va ngudi than trén mang xa hdi.

Gia danh cdng an dé S
Tao mi so thué do doa dam hodc td chiic Cénh gi4c vdi tin nhan, cudc goi hodc thong tin tir

dé thye hign cdc ngén hang dé yéu cu ngudi khong rd danh tinh. Tuyét déi khéng chuyén
khoan tién hodc cung cip thong tin ¢4 nhén.

L/

N

ke £

hoat ding lira ddo ma OTP danh cap tién
trong tai khoan

LI Gia danh co quan cong an hodc td chiic ngin hang Ii

doa dim chuyén tién nhanh hoie yéu ¢au cung cip
ma OTP, mit khau.... nham chiém doat tai sén.
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THU DPOAN CHUYEN TIEN

NHAM TAI KHOAN
NGAN HANG

DAUIHIEUNHANIBIET, CANILAMIGIR222

O O O

. €O TiNH CHUYEN NHAM TIEN
VAO TAI KHOAN NAN NHAN

Khi nhan dugc tién chuyén khoan nham,
ngudi nhan can luu y khéng str dung sé
tién 3y vao viéc chi tiéu ca nhan.

Tuyét déi khéng chuyén lai tién khi khéng
c6 bén thur ba lam ching. Chi nén lam
viéc truc ti€p véi ngan hang.

- GIA DANH THU HOI NO DOI
KHOAN VAY +LAI SAT CAO

- MAO DANH NGAN HANG

2 THONG BAO CHUYEN NHAM,
DU BAM VAO LINK DANH CAP
THONG TIN TAI KHOAN

_ m /9 N&u nhén duoc dién thoai tir ngan hang,
' ' ' AN @ can kiém tra xem dé cé dung la s& dién

thoai cua ngan hang hay khéng.
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CO LAY LAI DUGC TIEN BI
LUA TREN MANG KHONG ???

4 LUA TRONG LUA
ﬁ Lay lai tién sau khi bi lira ddo trén mang c6 thé rat 0 1
b kho hodc tham chi khong thé 13y lai dugc, va viéc tim kiém

dich vu Iay lai tién c6 thé dan dén mét hinh thirc lira ddo méi.

= AN DANH - GIA MAO

02

Thudéng dién ra trén pham vi qudc t& va doi tuong
ciing c6 thé |2 cdng dan cua nhigu quéc gia khac nhau.
Diéu nay lam cho viéc truy tim, theo d&i va xu ly phép ly tré
nén khé khin va gap rét nhiéu trd ngai phap Iy.

o A ROXUYENIBIENIGIGT

“STHANHITOAN KHﬁN_G ANTOAN

04

Thuong khéng thu thap da chimg ci va dau vét dé 0 5
diéu tra vi d6i tugng lira dao luon st dung cdc phan mém
tinh vi d& che day va xéa dau vét clia cac hoat ddng lira dao.
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LUA PAO LAY CAP

MA OTP TREN TELEGRAM

e

- tugng lira dao

¢6 thé gia mao
thanh bat cur ai
dé tiép can ban!

'Biét s& dién thoai clia nan
nhan trudc khi tiép can.

Reset mat khau dé gii ma OTP
vé dién thoai cila nan nhan.

2 KE LUA DAO

Chao ban!

Tdi thiy cé6 mbt tai khoan
Telegram khac giéng ban,
<6 phai ban dung hai tai
khoan Telegram khac nhau
dung khéng nhi?

Khéng, toi chi dung duy
nhat tai khoan nay théi.
Nhirng tai khoan khéc la
gia mao dé!

La nhi! Ban c6 thé chup
man hinh tai khoan cua ban
cho t6i xem duoc khéng?

Boi chit dé téi chup lai
cho ban xem. Hay tin toi!

" Chi can gtii anh chup
man hinh cé chia ma OTP.
Ban cé thé mat tai khoan
“ngay lap tac ! '

all F =
Khi chup man hinh rit dé ]
bi dinh ma OTP trén théng
bao day cha dién thoai ! J

KHONG GUI ANH
O CHUP MAN HiNH V
Os CHUA MA OTP

X

Telegram code: xxxx

You can also tap on this link to confirm
= your new number: https://t.me/login/xxxx

Bao cdo ngay dén \

Support clla Telegram dé
.. khoa/ chan tai khoan
\ Ira ddo do !

A
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o

LUA BAO
TUNG TIN GIA VE .
CUOC GOI MAT TIEN *

Théng tin vé viéc chi bang viéc nhan cuéc goi voicecall ban co
the bi mat tien nhu FlashAl hoac tuong tu la KHONG chinh xac.

Nguoi dung khéng thé bi trir tién chi bang viéc nhan cudc goi voicecall
thong thuong trén dién thoai di déng. Cac hanh déng nay chi nham
muc dich cau views, likes va gay hoang mang duw luan xa hdi.

SO DIEN THOAI LA

Ban nén canh giac va tranh tiép nhan cac cudc goi
khéng mong muédn tu cac s dién thoai la, dac biét
Ia tli cac s6 khong ré ngudn goc.

Unknown

.

GIA MAO SO DIEN THOAI

Co6 mét sb hinh thdc Ita dao, nhu "cudp cudc goi"
(call spoofing) hay "vishing", trong d6 ke gian s€ gia
mao s6 dién thoai hoac sd dung cac cong nghé dé
hién thi s& dién thoai khac khi goi dén.

THAO TUNG TAMLY

Muc dich ctia ching 14 Itia ddo ngudi ding bang
cach thuyét phuc ho THAO TAC theo hudng dan
cla ké Itia dao dé tiét 16 thong tin ca nhan, mat khau
hodc thuc hién cac giao dich tai chinh.

Né&u ban nhan dudc cudc goi khéng mong mudn,
hay can than va khong tiét 16 thong tin ca nhan hay
/' tai khoan clia minh.
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LUA DAO
DICH VU LAY LAI
FACEBOOK

TIM KIEM DICH VU MAT THONG TIN
LAY LAI FACEBOOK CA NHAN HOAC
Bl MAT BI LUA MAT TIEN

MAT TAI KHOAN
FACEBOOK

Facebook khéng kiém chirng va bao hé cho
nhirng dich vu lay lai tai khoan bi mat

A - a 2
Khong chia sé mat khau
Trénh chia s& mat khéu véi bat ky ai. bao gém o3 ban
b va nguat than. Mét khau | thang tin riéng tu cda
b va chi nén duige ban bigt,

Sir dung mat khau manh

M3t khu manh bao gém chirhoa, chirthung, séva
ket dic biét. Trénh sirdung mat khiu dé dodn nhur
ngay sinh, tén dang nhép, hoge céc chudi den gidn.

T&t tinh ndng déng nhap
tu dong

NEu ban sirdung méy tinh céng céng hose méy tinh
chiasé, hiy tét tinh nang daing nhap tudang tréntrink
duayét d dm bée an toan thong tin.

Bat xdc thyc hai budc

Khi ding nhé 5t thist bi mél, ban s& nhan d.

hoan 13t vige ding nhap.

Kiém tra lich sir dang nhap
Hay thudng xuyén kiém tra lich str dang nhap va

e hoa it nhiing el diérm hay
thi€t bj khong r rang. Néu phat hign sy bt thuang,
héy d&i mét khdu ngay lap tic.

BES g EE e s b
Lién két va tap tin dinh kém
Khéng bao gk blim vaa cac I8n két hodic tal xudng
céc tap tin dinh kém tif nhiing nguén khong 16 rang
hese khéng déng tin cay.

Han ché quyén truy cap
Kiérn tra va kidhn sadt quyén truy cap tng dung va trd

chof tirtai khodn Facebook ciia ban. Han ché quyén
truy cip cho céc (ng dung v tra chdi khang ding tin
cdyhode khing can thiét,

Tranh bi lim dao va phishing
Hay cénh gidc vél céc tin nhin, emall hofic lién két
khéing ré nguén géc, déc bigt 14 nhing yéu cau cung

cép théng tin ca nhan hoac mat khau.

Tiéu chudn céng déng va

chinh séch bao mat
N&m 5 cac tiéu chudn cang déng va chinh sach bao
mét cila Facebook dé khang vi pham va dam bao tai
khodn cla ban an toan.

Cap nhét phién ban méi
Thuing kuyén edp nhét phign ban méi nhit ela phin
mém va trinh duygt trén thiét bj cla ban, Diéu nay
gitp ddm bdo cac 15 héng bao mét duge khéc phuc.
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TINH CAM

DAU HIEU NHAN BIET

Xac dinh, tiép can va xay dung méi quan
hé véi nan nhan.

cam.

Pe doa, IUa dao hoac chiém doat tai san,
tong tién.
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BIEN PHAP PHONG TRANH

* Hay gill canh giac va khéng qua nhanh tin
tudng vao mdt ngudi mdéi gap qua mang xa
hoi hodc cac nén tang truc tuyén khac.

* Khi gap mot ngudi mdi trén mang xa hoi
hodc cac nén tang truc tuyén, hdy xac minh
danh tinh cua ho.

* Can trong khi chia sé hinh anh va video
nhay cam.

* Hay canh gidc véi nhitng yéu cau gui tién,
dau tu hodc tham gia cac giao dich tai
chinh khéng ré nguon géc.

* Canh giac véi cac cudc goi trung thudng
va dao sau cac kién thuc vé dau tu tai
chinh.

* Kiém tra théng tin trudc khi nhan hang
buu kién cua mét ngudi khéng quen biét.

* Ndm viing kién thuc vé cac hinh thic IUa
dao pho bién va cach nhan dién cac dau
hiéu dang ngd.

* Bao vé théng tin ¢d nhan bang cach

khéng chia sé qua nhiéu théng tin trén
mang xa hdi hodc cac nén tang truc tuyén.

* Hay gitiu binh tinh va dat su an toan ca
nhan lén hang dau.
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.

Tao mét trang web gia mao Rai link va seeding quang Lira dao va danh cap
cao ban trén Facebook héng tin, tai sdn
- Ké Iifa dao tao mét trang web - Ké lUia dao sif dung céc tai - Tao mét - Khi ngudi dung nhan vao
gia mao cd giao dién tudng tu khoan gia mao hodc céc tai st dung tiéu dé hoac mé ta ma dudng link lifa dao, nan nhan
nhu mét trang web déng tin khoan da bi xam nhap dé ngudiding quan tdm nhu sé& chuyén hudng dén trang
cdy nhu ngdn hang hodc dich rai link va seeding quang "Nhan ngay uu dai ddc biét" web phishing ma ké IUia ddo
vy tryc tuyén. cdo ban trén Facebook. hodc "Kiém tra tai khoan ctia da tao san.
ban" hodc cac sy kién dang
- Trang web nay dudc thiét ké - Spam bai viét, nhan xét, binh hot trending trén mang x& héi. - Tl dd, ké llia ddo cé thé thu
dé thu thap théng tin cd nhan ludn hodc quang cdo vdi thap théng tin ca nhan, tai
va dang nhap cua ngudi dung dudng link da dudc tao, hap - Dudng link cé khoan hodc dang nhdp cia ho
khi ho nhap vao. dan ngudi diing dé nhan vao. nhu mét dudng link ddng tin va sif dung dé lifa dao hodc
cay nham tranh bi phat hién. danh c3p tai san.

=
<

BIEN PHAP

Can than vdi cac duding link
khong ré nguon goc

> Kiém tra dia chi URL trudc

Can trong vdi viéc chia sé
thdng tin ca nhan

Cap nhat phién ban mdi nhat cta

khi nhé'p vao trinh duyét va phan mém bao mat

~ N 2 AL aas z Giao duc va nang cao nhéan thic
Tang cudng bao mat tai khoan i S SRy

g g : ve cac hinh thure lra dao pho bién <
St dung phan mém chéng malware
va chong phishing dé bao vé thiét bj

Tim hiéu vé cac hinh thirc
lira dao va phishing




Ké Iira dao tiép can ngudi khac
thong qua cac phuong tién nhu
dién thoai, email, tin nhan hoac
mang xa hodi. Ho quang cao vé viéc
cung cap s6 18, s6 dé may man cé
kha néng tring thudng Idn.

Ké Ilfa dao st dung cac cau chuyén
thanh cong, ching cUr gia va
nhirng Igi tan tung dé tao niém tin
va thuyét phuc ngudi khac rang ho
¢6 kha nang dua ra cac s6 16, s6 de
chinh xac.

Ké Iira dao yéu cau ngudi khac
dong mot khoan phi trudc dé nhan
dugc cac s6 19, s6 dé may man. Ho
thudng dua ra ly do nhu phi dich
vy, phi tién tri hodc phi dang ky.

KHONG TIN VAO KHONG DONG

36

Sau khi ngudi khac da dong phi, ké
Iia dao cung cap cac sé 16, s dé
cho ngudi do danh. Ho tao ra cam
giac rang nhiing s6 nay s& mang
lai két qua tring thudng lon.

Néu nguoi khac trung thudng, ke
Itra dao yéu cau ngudi do chia hoa
hong hoac tra mot phan tién thudng
cho minh dudi danh nghia da cung
cap cac s6 16, s6 de may man.

KIEM TRA TiNH TRANH VIEC | BAO CAO SU VIEC

LOTHUADE  SEpiinnige > XACTHUCCUA > cHia HOA HONG ) KHI GAP NHUNG
DANG KIEM TIEN NGUON TIN KHI TRUNG HiNH THUC NAY




CONG THONG TIN TUONG TAC
PHAN ANH HIEN TRUONG

(Dia chi Website:
https://phananh.laichau.gov.vn)



1. Pang ky tai khoan

38

Bwoc 1: Tai man hinh trang chu, nhan “Dang ky”

&«

G %5 phananh.laichau.govun

Chuyén muc Gidi thiéu Hudng din

Trang chid > Danh sdch phdn dnh

AN NINH

Trat tu @6 thi

CLLRLUE SR T3 didn tinh trang ché th...
Du 83 co quy dinh x(r phat,
tuy nhién vin con khong it..
© 14/10/2024 09:24

M0 Thanh phd Lai Chau, Tinh.

Phdi thac, lda lan chiém...

Binh thudng
Tinh trang si dung long, L&
“ duding A& phai théc Wa, rom...

Hang x6m hat karaoke ga...

Hang xdm thuiing xuyén hat

karaoke giy & nhiém tiéng &...

® 14/10/2024 0055

0p Boan Két, Phuding Quyét.

lay | Dédng nhip Béng ky

Tai dién tinh trang che...
Du d3 cd quy dinh xd phat,
tuy nhién van con khéng i...
® 14/10/2024 09:24

{0 Thanh phé Lai Chau, Ti...

Cay dé sau bio

Tif cdn bao s6 3 mét s6 cy

Lén bi gay d6, khu vuc nay...

® 14/10/2024 01:13

00 Xa Sing Phai, Thanh ph...

Finish update :
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Buwéc 2: Nhap day du thong tin, cac trudong * bat budc va nhan “Tiép tuc”

®: phananh.laichau.gov.vn a % 3

DANG KY TAI KHOAN

Anh ¢ nhan

-
RO

mév sinh: *

Gidi tinh: *

WA LT TR TRRTRRS TTLgay Sy

® Mam O NI

CMND/C3n cudc/Hb chidu:

{ CMND: 9 8. CCCD: 12 58, H6 chiéu)
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Buwée 3: Nhan “Toi da doc va df’)ng y” sau do Chon “DPang ky”

2: phananh.laichau.gov.vn e r ﬁ 3

DANG KY TAl KHOAN

Biéu 18. Khen thudng, ky luat

1. C4 nhén, t§ chifc cung cdp théng tin ding, cd gid tri gidp chinh quyén kip thai phat hién tiéu cuc, phat huy hiéu
lwic, hiéu qua trong cdng tac quan ly dugc xem xét khen thudng theo quy dinh.

2. C4 nhan, t6 chife cung cdp, phan dnh thdng tin khéng ding su that, Ldi dung viéc cung cdp théng tin qua phan
dnh hién truding dé vu Loi, gdy rdi hodc Lam dnh hudng dén quyén Lgi hgp phép. uy tin cla co gquan, don vi. cdn b,
céng chic thi thy theo mic a6 sai pham s& phai bdi thuding thiét hai (néu cd). x Ly vi pham hanh chinh hodc truy
cliu trach nhiém hinh su theo quy dinh.

3. Co quan, ddn vi, can b, cing chic, vién chic cd thanh tich trong cbng tac tiép nhan, x Ly, phan hi théng tin
qua hé théng théng tin phan dnh hién trudng dudc xem xét khen thudng. NEu thigu trach nhiém, vi pham Quy
dinh nay thy theo tinh chat, mdc dd vi pham s& bi = ly ky ludt theo quy dinh,

T6i d3 doc va déng v
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Bwoc 4: Nhap ma xac thuc da duoc gui qua S6 dién thoai dang ky va chon “Xac nhan”

"t s e [ ’ - -

VUI LONG NHAP MA XAC THUC CHUNG TOI DA GUI VAO SO DIEN THOAI CUA BAN

M xdc thyic:* Vi long nhip ma xéc thyt ching thi 83 gl vao 58 ddn thoai cda ban

g bey thing tin sai! Vi lbng click vao diy 38 ding ky Lal thdng tin tai khoan!

OTP s& hét han sau
02:23




2. Pang nhap tai khoan
Buwéc 1: Tai man hinh trang chu, nhan “Ding nhap”

~  ®® Danh sich phan nh X + . O X

< » € 23 phananh.laichau.govivn Q ﬁ £} @ Finish update

>\ HE THONG
w \

m 'PHAN ANH THONG TIN _

S
r

_ i

Chuyén muc Gidi thiéu Hudng din Ban dé 1 F\ppﬂmrr-'- P> Google Play | D3ng nhip Ding ky

Trang chd > Danh séch phan dnh

AN NINH PHAN ANH MO

Trat tu db thi Bt thuting 'l Tsi dién tinh trang...
Du 43 cd quy dinh xdr
phat, tuy nhién van cb...
© 14/10/2024 09:24

10 Thanh phé Lai Chéu...

Binh thuting F#R  Tai dién tinh trang ché... _Bl"h thuting U=—g Hang xém hat karaoke...
| Hang xém thudng xuyén
hat karacke gay & nhiém...
© 14/10/2024 00:55

Du 33 cd quy dinh xd
phat, tuy nhién van con...
© 14/10/2024 09:24

ap Thanh phd Lai Chéu, 00 Boan Két, Phudng

Céay do sau bao

Tif con bdo 58 3 mét sb

- . -
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Buéc 2: Nhap day du thong tin, nhan Ding nhap
~ @9 Danh séch phdn dnh x + = O ¢

&« > @ % phananh.laichau.gov.vn Q. 1 ﬂé 3 &)  Finish update ¢

DANG NHAP

Tén dang nhap (S6 dién thoai ddng ky):"

Vui long nhap tai khoan dang nhap

Mat khdu:”

reCAPTCHA
Bdo mgr - Dl khoda

T6i khdng phai la ngudi
may

Quén mét khiu
Méu tai khoan cua ban chua kich hoat? Click vao day dé gdi lai m3 xdc nhan!




3. Thiét lap tai khoan
Buée 1: Nhan vao hinh [2lva Chon “ Thong tin ca nhan”

2 M 0O |9 meashos H | W e + ] £

= o P B i e s i . o [ | o

T. ’ HE -ﬁ . A
4 PHAN ANH THONG TIN e

Thdag il Al

Temreg it
s | ETY
- y, — = -~
i - III -I
T HﬁNG TN CA NHAM .w: Endsi it kP
Tl il i irg rh
. QUAN | Bs0g st

- VA DIEU HANH

DAN HOI
CO QUAN TRA LOI1 -,

ZESLOVIO02 R
il i AT DA TAL kT I TR0
L e PHAM ANH THONG TIN

EMHDTC A cudo®0 ol

PHAMN ANH MO

B B
*:w-‘hf-. “q ““hﬁﬂg-%‘ﬁ.bﬂl!ﬂ' ol ‘q'nll.'l'.li.felmﬁ.
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Buréc 2: Dé chinh sira thong tin tai khoan, ngudi dung thwe hién doi thong tin
va chon “Cép nhat”

= it praanne s gor WL T bri-ca . 0 can t

- _ HE :ﬁ L .
‘%) PHAN ANH THONG TIN 4

Tii didn tinh trang chi
Diu &3 ) sy Sinh nd phat,
tury nhidn vin con khiesg |

Chy 38 sau bl
N Tu oo bl wh 3 mdt sl oy
10 B ey 34, khu it nily

e e
IR IRIRRST

Dia chi thating tnic®

Hisreg wdim il karacke.
Histeg o Erling xussin

e AR : S
hif karaoke gy o niekm

ighi chil: Bidip email chinh xic 3 nhdn cdc thdng bda: 6l mds khdi, thing tin phdin Sk

Ending tran b ngl sau t. @

Tin kg viic mali Lam Suiting,
it thdu chin dis 38 6 13

Cac théng bin od i ™ bt budc
T LTy
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Buwoc 3: Dé do1 mat khau, ngudil dung chon “DPo61 mat khau” => chon “Thyc hién”

S @ O | Pk XA D R = B X

i~ I: phananh lechau govim ' 'i'" e u

e HE11fjHE‘ -
4 PHAN ANH THONG TIN o5

S—— Trang c& nhdn
— ol nhdn

o6 MAT KHAU 'W 'nr." it khu

bt kchdu Fidén tac . ch & ng nhda

Qum | Bdng xudr
VA DIEU HANH

‘ DAN HOI

CO QUAN TRA L& ,

Tiwe hiides ARG DA A1 AT Ml T
PHAN ANH THONG TIN

PHAN ANH M1

Cie dng tim o i  Ball Baslc

" Bore ®e@0CBI80Caddy ~ax oo 0
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4. Pang xuat tai khoan
Buwéc 1: Nhan vao hinh E] va Chon “ Ping xuat”

L] B 0 vr Pl ek e B W D ks pluken g - =3 =

T [ pharsard Laichau gov v O "J

. HE THﬁHG ”
4 PHAH ANH THONG TIN

— o\

Changiin imaic Gidd thidu Huibrig eldan Bén 485 ; B Slane n Tirllinn Thi Hunyedn

rasrsg Ct Drandy sdichs phube dik: Trang cd nkbin

GUI PHAN ANH

Thairseg tim i mhdin

PHAM AMH MO

i e mhda

M dung gop . phdn g, el g - Lich zu d&ng nhip

Chy 88 sau bio

Tl coos o 58 3 midit 38 oy

Py ik kisde L b gy 308, v wic ey

Hink danih, Wicen dink ke

K & Tha te cua ban hods Thon brorsg thad e Dung luicimg oho phaip mid hon | OIS
Mg moem Fat karaoke..

 Mbing wikm thasbng wuysin
WY i plkn gk ¢ - huif kEsranko giy 4 nhidm
DESI PGS ;

[T s T i

SRR

g M Qe ~* e O0OCH -0

(B o]

~ B e T g0, B
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S. Gwi phan anh

Tai Trang chu man hinh da hién thi giao dién dé Giri phan anh. Pé giri phan anh ngudi
dung dién day du nd1 dung gép y, thém hinh anh va Giti phan anh

- e THONG AT TR e -] -
\ 48 & - \ Kis I T s o e T e D b che i pbdh & M

Himg wtvm bt aamaer

r Faeny mde Lhuig s
W ki ny i iarsoke ghy & nhibn

Catits it gl Lo0n L

ol Peh s

A 1109 be Ped i L

T 2w v el Lo gy

. 2 1w ciiir, 20t g cha
e chur 1 phidens i b sl it s onde SR AL

Do 5 o i s il i
fay Tl vl o GG

Salee b, bk Bt che, .
Toat 1 chi B bl

i e L e il il

Frii bk i

ik e ik B
Rl P € 00 WSl Croup S rephis ssarv



UNG DUNG LAICHAU-S
PHAN ANH HIEN TRUONG

Dién thoai hé diéu hanh Android thi chon Google Play
Dién thoat hé diéu hanh iOS thi chon App Store
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1. Cai1 dat irng dung trén nén tang 10S

o705 H R 8
£ Tim kilim
— |Laiﬂhau-5
. ; prr—
MG (il
M
17+ = ) El
Tinh Nang Mdi >
ART,
Chi tiét ban clp nhit:
- Ming cdp b thing
- Chi thidn chike nng ‘

Xem Trudc
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2. Cai dat wng dung trén nén ting Android

t Google Play o @ &

LaiChau-S l

“ Vigttel Business Solutions Corporation

O EBar

Thbng tin vé ung dung nay )
= " £ [ w
Tré chis Wing dung Phim Sach Tk ey



3. Dang ky tai khoan

52

M@ wng dung va thwc hién theo ciac bwéc sau day:

“LaiChau-5" Mudn GO Thing
by cho Ban

Buoc 1

Mguii dan
Chaagten raphelip - Thibn (Radm - Trkafy pilader
g @
Phata dans Pl B3y b phale deby TEdarsd Sn tid chimb
rurg il

Clp gl wapdn a1 el el fal =iy & hwileg
e

G o ik TTIGH

Bing nhip hé thing

B

1

LaiChau-5

Péang nhap

54 didgn thoai

B kil

Nhip mit khiu

BAKND NHAR

Bamn crets oo tai khoan? ling ky ngay

Pk e LD - e

Buoc 3



53

Biing ky tai khodn Bang ky tai khoan

Bang ky tai khoan

i Scan OR Code Scan QR Code

i e el (R ekt DO Qi et bl el e i ) - [t Pk QW (b COCD iy ol rotast (ag Bin o st

Piéu khoan
H Emall

Bidu 18, Khen tharding, ky huiit

[ iih e (i i i i 1. C4 nhan, té chic cung cép thing tin ding, cd gid
jahd irj gitip chirh quyén kip thii phat hién téu cue,
phit by hida Iye, higu qué trong clng tac gudn Iy
D chi thuiteg e didge xem wét khen thuling theo guy dinh.

Thing béo
1 2, phuling Te Phong, thanh hé Lal Chdu 2. Ch ildin, 1 el eung e4p, phan dnh théng tin Ddng ke thl khodn thanh cfing

) khiing diing sy tht, Idi dung vide cung clp thing

tim qua phdin dnh hign iruting dé vy b, ody 1 hode
Bhdna il Bl | i ey dinky huineg déin guyikn i haip phidp, uy tin ol
Gai tinh * Mam L B T . mw, ¥ o8 quan, dan vi, can bd, clng cho thi Wy theo midc
' 8 sai pham s phdi bdi thuling thid1 hai [néu o),
al Iy vi pham hdnk chinkh hode trey cdu trdch rhigm
Fiink 51 thivo quy dinh,

Rag FII'-ZIFI

CMMD | COCD Hb chidu”
CMMD | COCD | HS cheél Kki Har

proLal Tinh L 3. Cd guan, ddn vi, cdn b, clng chut, vién chic cd
thanh tich trong chng tée tifp nhdn, ¥y, phan b
thing tin qua hé thing thing tin pllixl dnh hién

B W o il Pl e 1B B e 8y T

I i
Mt khéu®

[Trmlm |

Budc 4 Budc 5 Budc 6



LUUY:

v’ Moi sb dién thoai chi duoc ding 1 lan.

v Mat khau phai c6 toi thicu 8 ky tu (bao
gom chtt hoa, chit thuong, chit s6 va ky tu
dac biét).

v Tai khoan phai kich hoat roi méi duoc
dang nhap.
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4. Dang nhap tai khoan

M@ wng dung va thwc hién theo cic bwéc sau day:

PAHT TP LAI CHAU
W\

=
i g

TP Lal Chiu LaiChau-5

@ rarec

Bang nhip hé thing

.i. LaiChau-S
Maudi din
Chuypdn nghidhp = Thillm thdlin = Trdch nbidim i
Pang nhap
Q B =i dung hé th wui ling d3ng nhdp bing thi khadn S didin thog
- 3 7
Phuen firh biden Bhn d& phin énh Theing 1 b ehink 098360865
Arusng Qi
Mz kihau
2o F &
{Hl-) |ll11|l|
o g o (I
Clig tuyda ruydn Wl ra khdn clip e Irlu':i: Faideeg _:'_._.—-—'_-_-—um-_-_‘—-—-_,__‘_.
= %\'I Ban chua cd thi khodn? Bding ky ngay
.
Camera an nink l._l"lg o khdn Gop y Wl TTDHE

l ) 6 @ ;:5 ; 0 o {}

Budc 1 Buoc 2 Budc 3

Pridn Ban: 1.1.0 - e
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5. Xem thong tin tai khoan

v Bwéc 1: Ding nhdp thanh
cong vao hé thong.

v Bwéc 2: Nhian vao hinh
avatar hoac icon “Ca nhan”.

Giao dién thong tin ca nhan

nhw hinh bén.

Thing tin ca nhan )

Ho va tén: Trén Thi Huyén
Ngay sinh: 2B8N0j2002
Gidi tinh: M
CMND | CCCD / HE chidu:

Mgay cap: 21/09/2022
Nai cp: Cuc canh sat guan ly hanh chintr:'x;%trl‘g:
Bién thoai:

Email:

Bia chi: th 2, phuding Tin Phong, thanh phé Lai

Chéu

Chinh sifa théng tin

Xéa thi hho@
y N ar o
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6. Chinh sira thong tin tai khoan

Thang tin ca nhan =) Thing tin ca nhan

CMMD § COCD § B chidu®

Ho i tén: Tridn Thi Huyén e
Mginy cip

Mgdy sinh: 2BMO2002 2N0E0EE

Gidi tinh: MW

Mail cdp:® Cyc canh sat quan Iy hanh chinh v trt t
CMHD | COCD | Hi chisiu: p:* Cy quan Ij "

Sy el 21/09/2022 Didn thoai: 0983628657
Ndi cdp Cyc cinh sat quan iy hanh chinh vl :ré_t. s
tu x& hii
Bidin thogl
Email Dia chi thadng trd
Dia ehi- té 2, phudng Tin Phong, thanh nhgr:ﬂ 14 2, phuing Tin Phong, thanh phé Lai Chiu

-
Xéa thi khodn o
A - L+ A

O .

Budc 1: Tai giao dién Thong tin ca nhan, Budc 2: Nhap cac thong tin can chinh sira,
nhan “Chinh sira théng tin” nhan “Cép nhat”
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7. Ping xuat tai khoan

Théng béo
Ban of mudn ding xult tit ca th khodn

khéng?

Ding xust

Tai khodéin Céing déng =)

Tis c tai khodn =)

Budc 1: Nhan biéu trgng “Piang xuat”, Budc 2: Nhan nut “Péng xuat”
chon “Tai khoan cong dong”
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8. Gui phan anh

v Bwéc 1: Nhan biéu tuong @ dé chon

chirc nang phan anh hién trueong

v Bwéc 2: Nhan biéu tuong dé mo

Phin bodh hidn
g

g1ao dién tao phan anh.
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Gl phan dnh hién trudgng ¥ Lirn o

Phamn anh hiien truoing

% Téng hop oo wit, tWedl  Dich b#nh V& almnb i
MG dung phdan dnh hidén trudng®

phan dnh v x4 rdc bl b

£l Tétca Khdn

Trdt tu wily duing

I'I
)

A gitr dé nhdp ndl dung bing giong noi

DuEng tran bi nps aau thi cong
Phan dnh hign trudng KHAN

Tt ki weic mmdel B duidmg, rre thdiu chifin d‘hl od & th
khing di gua dugc nhung » tnlSi mute ndn Ot chdy ra wh
Ly 186, gily khE khdn khi di chuyén Hoo sinh tidu hoo phdi Chon ﬂ|l digm phan anh hd'l,'.:n truding

P W 0 dang 3y vi tri hier 1 Mol kKhi tao phar

Thanh ph& Lai Chau, Tinh Lai Chau, Viét Mam

Trit tuf o thi

Hinh &nh, Video, File dinh kém

Eplu_m_-. ﬁ'.'lﬂl_—u -FI"-E

Thi didn tinh trang chd tha rdng, Khdng ro msm khidn mn... A ST,
i

céin kkhng it ﬁ'_

. kKhilng Seo ro
giifdt an cho il

-

Dl Il of guy dink x0
rigaidi thidas v thc, thi
mim, khdimng xich. Th

= T L

Bude 3: Nhén biéu tuong @) dé tao phan dnh.  Bude 4: Nhap céc thong tin va nhén “Giti phan 4nh”.



KY NANG
NHAN DIEN & PHONG CHONG
LUA DAO TRUC TUYEN
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NANG CAQ NHAN THUC VA

PHONG TRANH LUA DAQ

TREN KHONG GIAN MANG
CHI TRONG 3 BUOC

TAMDUNG

Ddi tugng lira dao thudng nguy tao ra cac tinh hudng khan cap
dé dan dét nan nhan hanh dong bdc dong. Khi ban nhin thay
mgt tin nhan, email hodc lién két dang ngd, hdy tam ngirng lai.
Khdng truy cap, phan hoi hodc cung cap bat ky théng tin nao.

SUY NGHI

Tim hiéu kY ndi dung, théng tin: 16i chinh t3, dia chi nguwi gui
khéng quen thudc. Bé ¥ céic yéu cau, dé nghj bat thuong nhu
yéu cdu théng tin ca nhén. Vi du: ngdn hang va co quan nha
nudc khong lam viée véi ngudi dén qua dién thoai.

QUYET BINH

Tuyét déi khdng truy cap lién két hodc phan hai lai trir khi ban
x@c nhdn tin nhan an toan. Bdo cdo tin nhan Iira dao véi quan tri
vién clia hé thong.
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%4 BIEU CAN LAM NGAY KHI GAP
LUA BAO TRUC TUYEN

[BAO CAO TIN NHAN, cudc GOl RI-'\C]

Bao cao cac tai khoan cé dau hiéu gui
tin nhan Ua ddo trén cic nén tang
mang xa hdi. Bao cao s dién thoai
cua doi tudgng lia dao véi cd quan
cdng an.

[ TRA CU’'U THONG TIN TREN MANG J

Tra clfu cac théng tin lién quan tdi
hanh vi lUa dao da dudc bao cao va
dang tai bdi cac cd quan truyén
thong hodc nan nhan khac. Cap nhat
cac phudng thic thu doan ngudi dan
mdi gap phai cho ¢d quan chiic nang.

[ CHU DONG CHAN LIEN HE ]

Khi bi ti€p cin bdi cac tin nhan, cudc
goi ¢6 dau hiéu lia dao, ngudi dan
A > ~ 3 - A o 14
nén chu dong ngat lién lac, chan cac

lién hé c6 hanh vi trén.

[ GU’'I CANH BAO CHO NCSC J

GUi canh bao vé Trang canh bao an
toan thong tin Viét Nam - Trung tam
Gidm sat an toan khdng gian mang
qudc gia tai dia chi:
https://canhbao.khonggianmang.vn




5 DIEU CAN LAM SAU KHI B] LUA
CHUYEN TIEN QUA MANG

s s s s s s s sl

1. DUmg chuyén tién

Cac doi tugng Ilra ddo st dung nhiéu thi doan dan dat nan nhan
chuyén tién lién tuc nhiéu khoan tién tir nhd dén Ién. Nan nhan
can dirng chuyén tién cang sém cang tot dé gidm thiéu thiét hai.

2. Lién hé véi ngan hang

Ngudi dan can lién hé ngay lap tirc vdi ngan hang va té chirc tai
chinh @& bao cdo Iira dao va yéu cau ho dirng moi giao dich dang
va sé gui dén déi tugng lura dao.

3. Thu thép va lwu lai bang ching

Nhanh chéng luu lai cac doan hdi thoai védi doi tugng Ira dao, lich
st giao dich chuyén khoan nham phuc vy cho qua trinh diéu tra va
truy vét ddi tugng.

4. Trinh bao v@i co quan chirc nang

TU cac bang ching da thu thap va luu lai, ngudi dan trinh bao vy
viéc lra dao tryc tuyén vdi cac co quan cdng an dia phuang.

5. Canh bao cho nguoi than va ban be

Ngudi dan thong tin, chia sé kinh nghiém cho ngudi than, ban be
trudc cac thu doan Ilra dao trén khong gian mang da va dang ngay
cang dién bién phurc tap
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BAO VE BAN THAN TREN
KHONG GIAN MANG

QUY TAC 6 “"KHONG”

KHONG cung céap
théng tin ca nhan cho
nguai la; kiém tra ky
théng tin chuyén khoan
trude khi thuc hién
giao dich truc tuyén.

@
~

KHONG co quan nha
nudc nao lam viéc qua
dién thoai; ngat két ndi
khi cé déi tuong tu
xung can bd co quan
nha nudc goi dién téi.

KHONG chép nhan |5i
mai két ban tir nguoi
la; can nhac ky luéng
trudce khi tham gia cac
héi nhém trén mang xa
héi.

€
a

KHONG chuyén khoan
dat coc khi mua hang
truc tuyén.

KHONG truy cap céc
duong dan, lién két,
website, ing dung
khéng ré nguén gbc
hodac mé tép dinh kem
dén turtin nhan.

KHONG phan hoi lai
déi véi cac déi tugng
gui tin nhan tring
thudng, tuyén dung
“viéc nhe luong cao”




